
ULTRA-HIGH-SPEED PACKET PROCESSING
FOR ADVANCED NETWORK MONITORING

D A T A  S H E E T

IntellaView HyperEngine Packet Processor

FEATURES
Advanced Packet  
Processing Solutions 
 
High-Performance  
Service Engines:

•  Uptosixconfigurableservice 
   engines (100G max per engine)
•   Real-time processing across  
   1G/10G/40G/100G feeds

Advanced Features 
Available On Each Engine:

•PacketDeduplication
•  NetFlow generation
•  TrafficShaping 
•PatternMatching
•  Application Filtering
•  AdvancedPacketSlicing
 
New Licensable Features:
•Applicationfilteringfor
   1600+ apps and 400+ protocols
•  Session–Aware Slicing
•  Patternmatchingforpackets,
sessions,orcross-packet
•  Trafficshapingeliminates 
tooloversubscription

HyperEngine packet processor includes six multithreaded network processors,  
eachsupportingupto100Gcapacity.Easilyaggregatetrafficfromotherbladesforserviceprocessing.

TheIntellaViewHyperEnginePacketProcessorenablestheIntellaViewplatform
todeliveradvancedfeaturesforultra-high-speednetworkinfrastructures.Itadds
superior,industry-leadingprocessingpowerforreal-timepacketprocessingand
deliveryofstreamlinedpackettraffictovariousnetworkmonitoringandsecurity
tools.Thisenhancednetworkvisibilitysignificantlyincreasestheefficiencyand
effectivenessofnetworksecurity,analytics,andperformancemonitoringsolutions. 

EachIntellaViewHyperEnginebladeaddsupto600Gofhigh-performance
processingservicetoIntellaViewnetworkvisibilitysystems.Trafficsourcescanbe
aggregatedtotheHyperEnginePacketProcessortoperformadvancedprocessing. 

TheIntellaViewHyperEngineofferssixhigh-performance,multi-threadednetwork
processorswithflexibleuser-selectableserviceoptions.Theseserviceengines
provideconvenientconfigurationofadvancedpacketprocessingfeaturesincluding
deduplicationandNetFlowgenerationfornetworkmonitoring.



Packet Deduplication 
Selectanyserviceengine
toviewconfiguration.
Shownhereisthe
deduplicationscreen 
thatprovidesfull
customizationofduplicate
matchconditionsand
timewindowsize.

NetFlow Generation
Processpacketsfrommultipleportstoremoveduplicatesorgenerate 
NetFlowrecords,directingtrafficofinteresttosecurityandperformancetools.

  NetFlow Generation  
  V5, V9, and IPFIX 
 
TheHyperEnginemonitorsnetworktrafficandisanideal
sourceforgeneratingNetFlowrecords.Itcanoff-load
processingfromroutersandotherproductionequipment
toincreaseefficiencyandsavecosts;plus,consolidating
NetFlowsourcesreducesnetworktrafficandsimplifies 
themonitoringarchitecture. 

Connectanysystemtraffictothesixserviceenginesfor
NetFlowsourceprocessingofunsampledorsampled
trafficflowrecords.Theunsampledflowrecordscontain
dataofeverypacketinthedatastreamforacomplete
representationofthetraffic.

PROCESSING FEATURES

  Packet 
  Deduplication

Completevisibilityoflargedatacenternetworksinvolves
viewingtrafficatseveralmonitoringpoints.Whilethis
increasesoverallvisibility,somepacketswillbemonitored 
atmultiplepointscreatingduplicatepacketsthatcan 
overloadnetworkmonitoringtoolsandaffectreporting.
Removingduplicatepacketsimprovesmonitoringtool
efficiency,accuracy,anddatastorageoptimization.This
enablesmonitoringtoolstoprovidegreatervisibility 
whileloweringoverallcosts. 

TheIntellaViewHyperEngineblade,withupto600Gof
processingcapability,monitorseverypacketinthehigh-speed
datastreamtoremoveduplicatesandimprovetoolefficiency.
TheHyperEnginebladeenablesduplicatematchingacross
layers2,3,and4headers,andsupportsalarge,configurable
windowsizeofupto500ms.Configurableoptionsalsoinclude
fieldsforadeduplicationalgorithmandinclusion/exclusion
optionsforcommonencapsulationsusedindatacenters.
Anotheroptionallowstheconfigurationtoignoreparticular
Layer4TCPand/orUDPheaderfields.Theseconfiguration
optionsprovideadditionalflexibilitytotheusertocustomize
whatisactuallyconsideredaduplicatepacket.



Session-Aware Slicing
Session-awarepacketslicingallowsthefirstspecifiedpacketstopass 
andslicesremainingsessionbasedonuserconfigurableattributes.

  Advanced  
  Packet Slicing 
 
Thepacketslicingfeatureremovespacketpayloadthatis
not necessary for certain network performance analysis and 
analytictools,thusincreasingtheefficiencyandeffectiveness
ofthesetools.Italsoensuresdataprivacyforcompliance 
withregulationssuchasHIPAAandPCI. 

TheSession-AwareSlicingfeatureallowsacertainnumberof
packetsinasessiontopassthroughunsliced,beforeslicing
allremainingpacketsinthesession.Asessionisdefinedas
atime-delimitedtwo-waylinkthatenablestheexchangeof
informationbetweentwoormoreentities.Thisisusefulifyou
wanttoseetheinitial,unencryptedpacketsthatestablisha
TLS/SSLsession,andthenslicetheremainingpackets.

  Layer 7
  Application Filtering 
 
WithIntellaView’sHyperEnginepacketprocessor,userscan
identifyandfilternetworktrafficforLayer7applicationsand
protocols.Anyofitssixserviceenginescanleverageadvanced
DPI(deeppacketinspection)andheuristicstoidentifyover
1,600applicationsandmorethan400protocolsinrealtime
withahighdegreeofaccuracyandvirtuallynofalsepositives,
evenwhendataisencrypted. 

EmpoweryourSecOpsandNetOpsteamstomaximizethe
efficiencyofyourmonitoringandsecuritytoolsbyfilteringout
low-risk,high-bandwidthapplicationslikeYouTube,Facebook,
Skype,etc.Inspectingflowstoidentifyspecificapplicationsor
protocolscansavemoneybypreventingexistingtoolsfrom
becomingoverburdened,evenastrafficincreases. 

WithLayer7applicationfiltering,yougetcompletecontrol
overthetraffictraversingyournetworkbyidentifyingprotocol
types,standardapplications,andappswithsecurityflawsor
knownvulnerabilities.Thispowerfulfeaturecanevenidentify
theapplicationorprotocolwhenthetrafficisencrypted.

  Pattern  
  Matching 
 
ThisfeatureoftheIntellaViewHyperEngineallowsSecOps
andNetOpsteamstomatchpacketcontentsandfilter
forspecifictraffic.Userscancreatesearchparameterson
individualpacketsandsessionstoidentifydatabasedon
patternsinanypartofthepacketpayload.APCON’sPattern
Matchingusesregularexpressions(regexs)tomatchpacket
contentsinnearrealtime.TheHyperEnginealsodrawson
deeppacketinspectiontechnology(DPI)tohelpdatacenters’
securitytoolsreceiveonlythepacketstheyneed.Afterfinding
patternmatches,packetscanbemasked,passed,ordropped
asappropriatetocomplywithprivacyguidelinesandto
safeguardthenetwork. 

PatternMatchingisavitalpartofensuringprivacy 
standardsandcomplianceestablishedinregulationssuch 
asHIPAAandPCIbyidentifyingandmaskingsensitivedata.
Thisfeaturecansearchforspecificdatapatternssuchas
socialsecuritynumbersorcreditcardnumbers.Oncea
patternisidentified,thematcheddatacanbemaskedand 
thepacketforwarded;orthepacketcanbedropped,or
simplyforwardedunchanged.Anotheruseofthisfeature 
issearchingforknownvirusthreatsorothertypesof
potentiallydangeroustraffic,thenforwardinganyidentified
packetsdirectlytoasecuritytool.ThePatternMatching
featurealsoallowstheimportofaregularexpression
signaturefiletosimplifyconfiguration.

	 	Traffic	 
  Shaping 
 
Withthetrafficshapingfeature(sometimesreferredtoas 
“ratelimiting”)ofIntellaView’sHyperEngine,trafficcanbe
limitedtoauser-specifiedaverageratebybufferingpackets
thatexceedthatrate.Thebuffereddataisreleasedata 
steady,evenflowsoitremainsatorbelowthetarget
bandwidthoftheappliancetoavoidtooloversubscription. 

Trafficshapingofferstool-savingcapabilitiestomaintain
optimumtrafficflow,especiallywhencertainappliances
arenotdesignedtohandletrafficaboveaspecificratefor
extendedperiods.Additionally,toolstypicallyhaveminimal
bufferspace,sopacketsaredroppedifatoolisbombarded
withmoretrafficthanitcanhandle.Asidefromdropping
packets,atoolthatisoverwhelmedmaybeunableto 
properlyperformitsfunctions. 

EachoneoftheHyperEngineserviceenginescanbuffer
millionsofpackets—sharedacrossallconnections—to
ensureyourexistingtoolsarenotoverburdenedbydata
speedsthatfluctuateaboveatool’soptimumrate.
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INTELLAVIEW NETWORK  
VISIBILITY PLATFORM

9RU | Upto8blades5RU | Upto4blades3RU | Upto2blades1.5RU | Singleblade

The3RU,5RU,and9RUchassiscanbeconfiguredwithup 
tosixnext-generationswitchfabriccards,providingfullmesh
connectivitywiththebladesthroughthebackplane,and
offeringadramaticincreaseinbandwidthpotential,withup
tofivetimesoverthatachievedinthepreviousgeneration
products.Themorefabriccardsyouinstall,thehigherthe
blade-to-bladetrafficbandwidth.

TheIntellaViewHyperEnginebladeisapieceofAPCON’s
IntellaViewnetworkvisibilityplatformandiscompatiblewith 
allIntellaViewchassis.TheHyperEnginebladeisbestsuited 
foruseinthe3RU,5RU,and9RUchassis. 
 
TheIntellaViewblade-swappablechassisplatformconsists 
oftheACI-4010-AC1.5RU,ACI-4020-AC3RU,ACI-4040-AC5RU, 
andACI-4080-AC9RUchassis.The3RU,5RU,and9RUchassis
canbeconfiguredwithtwofront-facingcontrollercardswith
atouchscreentoprovidefailoveroperationforuninterrupted
continuity,andmuchmore.

IntellaView	HyperEngine	Blade	Specifications	|	ACI-4033-E00-1

Performance Upto6serviceengines;total600G*

Memory 64GBofDDR4perserviceengine

Licensed Services: Deduplication,NetFlowGeneration,PatternMatching,TrafficShaping, 
ApplicationFiltering,AdvancedPacketSlicing

Weight 16.5lbs(7.5kg)

Power 750-900Watts/2560-3072BTU

Size 17.24”W×17.46”D×1.63”H(43.78W×44.32D×4.11Hcm)

Temperature Operating:32to113°F(0to45°C);Storage:-40to158°F(-40to70°C)

Relative Humidity Operating:10-85%;Storage:0-95%non-condensing

*Performance indicates the network processor capacity. Actual performance varies by the selected feature and packet size.


