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Record HIPAA Settlement

$5.5 Million Paid by

HEALTHCARE IT CHALLENGES

INCREASING SCRUTINY ON DATA PRI-
VACY AND REGULATORY COMPLIANCE

Government laws and regulations such as the
Health Insurance Portability and Accountability
Act (HIPAA) and the General Data Protection
Regulation (GDPR) in Europe require healthcare
organizations safeguard Protected Health
Information (PHI) including any identifiable
patient data. Any violations to these regulations
could result in hefty penalties, loss in public
trust and damage in reputation. The maximum
penalty set by HIPAAis $1.5 million for violations
of an identical provision in a single calendar year.

Touchstone Medical Imaging
Fined $3 Million
for Extensive HIPAA Failures?
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Memorial Healthcare System’
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Premera Blue Cross
Hack Exposes 11M°

MORE SOPHISTICATED CYBERATTACKS
JEOPARDIZE NETWORK SECURITY

With the constant threat of data breaches,
protecting patient data continues to create strains
on network security teams. And cyberattacks
like those by ransomware could even hold the
hospital IT network hostage which could put
the lives of patients in danger. The continued
growth of connected medical devices and
Internet of Medical Things (IoMT) also creates
vulnerabilities in IT networks.

Ransomware Attack Impacts
up to 400,000 Patients of
Columbia Surgical Specialists*

WHAT YOU NEED TO DO TO

Tackle These Challenges

PROTECT YOUR DATA EVEN
AS SECURITY THREATS GROW

Protect and secure confidential medical records
and sensitive patient information by masking

or removing these data in the traffic of the
monitoring network to comply with government
regulations and to avoid the risk of data breach
by malware and spyware.

SECURE YOUR NETWORK WITH
INCREASING NETWORK COMPLEXITY

Immediately detect, characterize and mitigate
cyberattacks by effectively inspecting all traffic
on your network in real time. This includes
complete access to network traffic at on-premise
data centers, private cloud and public cloud.




HYBRID NETWORK VISIBILITY
AND SECURITY SOLUTIONS

ELIMINATE NETWORK VISIBILITY BLIND SPOTS

APCON's family of hybrid visibility solutions empower instant data access and private/public
cloud monitoring integration to see and secure critical workloads in physical and virtual
environments to achieve total network visibility. This effectively eliminate visibility gaps and
reduce exposure to any potential cyber threats. APCON's bypass solution maintains high
availability of production network and prevent any data loss even when the inline security
tools fail.

INCREASE MONITORING AND SECURITY TOOLS EFFICIENCY

Fueled by APCON's advanced filtering and packet processing technology and high
availability design, visibility network traffic can be streamlined to ensure monitoring and
security tools receive only the traffic of interest 24/7. This significantly increases the
efficiency and performance of these tools. The scalable architecture of APCON's solutions
enable fast deployment of new applications and easy upgrade to handle growing traffic
speeds and volume and adoption of new monitoring and security tools.

Centralized Management Cloud Network Visibility
TitanXR and IntellaView IntellaCloud

l

Security Fail-Safe
IntellaFlex Bypass TAP

Virtual Monitoring
IntellaTap-VM®

l Network Monitoring
IntellaFlex XR

Network Monitoring
Series 4000

Remote Monitoring — >
IntellaStore 1+ Security Visibility Platform
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VISIT US AT APCON.COM

THE APCON DIFFERENCE

APCON SOLUTIONS SERVICE AND SUPPORT ABOUT APCON

APCON's network monitoring
and security solutions

for enterprises provide
superior packet processing
technology for total visibility
and security of the network.
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